T&l Session Summaries

caretakers: Jim Clarke, Nick Wainwright, Volkmar Lotz

ID provisioning approaches for the Future Internet

— Networks using identifiers across many layers of the stack

— Understanding the issue across MANA/T&l/Services domains

— Next steps focus on short term (for PPP) for Valencia, and medium/long term
How to Measure Trust

— Promising initial experiments in trust measurement and vulnerability prediction

— Discussion of
« relating lab experiments to application for internet scale scenario
* Availability and sharing data on vulnerabilities and incidents

— many ideas about how to take this forward being discussed
Smart Cities

« Clear need and opportunity to engage T&l issues for smart cities infrastructure
and services

FIRE
« A Safe place for testing attack scenarios at network and service level



Feedback

Less formal working sessions in between are
valuable
— 7 Oct. 09 prep workshop valuable for FIA Stockholm

topics based approach did increase domain
Interactions;

Have engaged more people (not just caretakers)
Generated position papers and useful debate

There will be more followup
— eg. Collaborate on position papers even if controversial
— Another interim meeting



Topics for next time

FIA Valencia Problem statement

elD Provisioning | Privacy and ID provisioning
through the layers for
short+med+long terms

Including due processes,




Topics for next time

FIA Valencia

Problem statement

Security for the Fl

New threats demanding new alternative security
approaches

Secure SW Engineering: Systematic approaches,
security by design

Mix with social and economical aspects, user
interface issues

Legal connection with privacy and ID provisioning
(responsibility, due processes)




Topics for next time

FIA Valencia

Problem statement

Trust for the Fl

User in the process:
User making informed decisions based on awareness,

Tools using simple vision analytics allowing to monitor
what happens, then tools to deal with them.

Transparency of procedures and undoing transactions

User interface issues, how to display warnings and
means of allowing them to take actions.

Reasonable expectation management




