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I Security testing iIs mostly about people
and processes, not about technology

Reflects best practice, not actually what happens in reality

20-40x cost savings in finding security flaws in design vs. later
lifecycle

Source: OWASP Testing Guide [ﬁﬂ



Open Cirrus Cloud Research Testbed

Research contribution

B Multi-datacenter, multi-geography,
multi-tenant

B Open, secure, Internet-scale

M Centers of Excellence around
the globe: 1000-4000 cores,
up to a Petabyte of storage

Kartiruhe institute of Ted SINGAPORE

Open innovation with industry, academic, government partners
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Open Cirrus Software Stack

Tashi

Cloud application services

Virtual Resource Sets

Cloud infrastructure services

IT infrastructure layer
(Physical Resource Sets)
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Open Cirrus Sites

Characteristics
Site Public| Memory | Storage :
#Core$ #Serve Bartitior Size Size Spindles Network Focus
. Hadoop,
HP | 1,024 256 | 178| 3.3TB| 632TB 1152| 10G intemal -\ opg
1Gb/s x-rack .
scheduling
43TB+ Apps based (¢
IDA | 2,400 300 100 4.8TB 16TB SAN 600 1Gb/s Hadoop, Pig
353TB .
Intel | 1060| 155 | 145| 1.16TB|local 60TB 550 1Gbis | rashi, PRS,
MPI, Hadoor
attach
Apps with
KIT | 2048 256 128 10TB 1PB 192 1Gb/s high
throughput
Datasets,
UIUC| 1024 128 64 2TB ~500TB 288 1Gb/s cloud
infrastructure
vyahod 3200 480| 400/ 24TB| 1.2PB 1600 1Gbys| Hadoop on
demand
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Risky experiments

Can we do ‘risky experiments’ on a testbed

Constrain the experiment?
Constrain the testbed?
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I Where’s the risk?




I What do we need test infrastructure
for?

|solation — a safe place to deploy malware/
penetration testing / let ‘red teams’ loose on
systems

Scale — work at ‘internet scale’ e.g DDS attacks

Simulation — accelerate time, explore outcomes
and scenarios

Repeatably gathering metrics



I What kind of experimental
Infrastructure

Networks?

Servers?

Clients?

Virtualised infrastructure?
Service Platforms?

End users?



Summary of Trust and Identity
Experimental Facilities Session

Trust ldentity

Focus on ‘discovery’
Empirical approaches need end-users using real applications

New suggestions
Using experimental facilities infrastructure as a trust testbed to
explore (for example)
how policy management scales in open & federated systems etc.
Privacy / identity provisioning
Extending testbeds to monitor end user behaviour in trust / privacy
context
E.g. Like living labs



I ldentity — what do we want to explore?

Explore user behaviour when we give them
privacy enhanced systems

Understand whether systems can be broken by
attack?

Understanding whether the future internet
provides the ‘right’ level of privacy?
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