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FIA T&I Interim Meeting

• What aspects of the research should be 
approached experimentally?

• What experimental facilities would be needed to 
do it?
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“A security pandemic is like swine flu: we don’t 
know how bad it will be, or how much to invest, 
but the real difference is that it might be all over in 
less than 3 minutes”

Martin Sadler, Director Systems Security Lab, HP Labs
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Security lifecycle

• Increasing
� attack surface
� capability, arms race
� range of motivations
� attack tools

• Fragmented security 
market
� 100+ categories
� growing rapidly

• Need for reassurance
• New paradigms

� cloud
� social networking
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Risk

• From art
� current state

• to science
� analytics
� economic analysis
� explore policy choices

• to engineering
� real time analysis

• to everyday practice
� automatic attack 

response and recovery

Risk reduced window (from disclosure time) across a ll vulnerabilities
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A perspective from DETER*
• Effective cybersecurity experiments are challenging to today’s 

network testbeds for a number of reasons.

• Among these are
� • Scale. Experiments that involve complicated composite behaviors, rare event 

detection or emergent effects may need to be quite large and complex to be 
accurate or indicative.

� • Multi-party nature. Most interesting cybersecurity experiments involve more than 
one logical or physical party, due to the adversarial nature of the problem as well as 
the distributed, decentralized

� nature of the networked systems environment.

� • Risk. Cybersecurity experiments by their fundamental nature may involve 
significant risk if not properly contained and controlled. At the same time, these 
experiments may well require some degree of interaction with the larger world to be 
useful.

Benzel et al. 2009. 
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Traditional Development Lifecycle
Lorem ipsum dolor sit 
amet, consectetur 
adipisicing elit, sed do 
eiusmod tempor incididunt 
ut labore et dolore magna 
aliqua. Ut enim ad minim 
veniam, quis nostrud 
exercitation ullamco 
laboris nisi ut aliquip ex ea 
commodo consequat. 
Duis aute irure dolor in 
reprehenderit in voluptate 
velit esse cillum dolore eu 
fugiat nulla pariatur. 
Excepteur sint.

design development staging release

threat model based 
reviews

• documentation
• code

• process

• organization

static analysis dynamic analysis

• instrumentation

• pen testing

limited pen testing

continual testing
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Security testing is mostly about people 
and processes, not about technology

Source: OWASP Testing Guide

20-40x cost savings in finding security flaws in design vs. later 
lifecycle

Reflects best practice, not actually what happens in reality



Open Cirrus Cloud Research Testbed
Open innovation with industry, academic, government partners

Multi-datacenter, multi-geography, 
multi-tenant

Research contribution

Centers of Excellence around
the globe: 1000-4000 cores,
up to a Petabyte of storage

Open, secure, Internet-scale



Open Cirrus Software Stack

IT infrastructure layer 
(Physical Resource Sets)

Cloud infrastructure services

Cloud application services

Virtual Resource Sets

���������	
Tashi
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Open Cirrus Sites
Current Status (April 2009)

Site
Characteristics

#Cores #Servers
Public 

partition
Memory

Size
Storage

Size
Spindles Network Focus

HP 1,024 256 178 3.3TB 632TB 1152
10G internal
1Gb/s x-rack

Hadoop, 
Cells, PRS, 
scheduling

IDA 2,400 300 100 4.8TB
43TB+

16TB SAN
600 1Gb/s

Apps based on
Hadoop, Pig

Intel 1060 155 145 1.16TB
353TB 

local 60TB 
attach

550 1Gb/s
Tashi, PRS, 

MPI, Hadoop

KIT 2048 256 128 10TB 1PB 192 1Gb/s
Apps with 

high 
throughput

UIUC 1024 128 64 2TB ~500TB 288 1Gb/s
Datasets, 

cloud 
infrastructure

Yahoo 3200 480 400 2.4TB 1.2PB 1600 1Gb/s
Hadoop on 

demand
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Risky experiments

• Can we do ‘risky experiments’ on a testbed

• Constrain the experiment?

• Constrain the testbed?
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Where’s the risk?



What do we need test infrastructure 
for?

• Isolation – a safe place to deploy malware/ 
penetration testing / let ‘red teams’ loose on 
systems

• Scale – work at ‘internet scale’ e.g DDS attacks

• Simulation – accelerate time, explore outcomes 
and scenarios

• Repeatably gathering metrics 

• ...



What kind of experimental 
infrastructure

• Networks?

• Servers?

• Clients?

• Virtualised infrastructure?

• Service Platforms?

• End users?



Summary of  Trust and Identity 
Experimental Facilities Session
• Trust Identity 

� Focus on ‘discovery’

� Empirical approaches need end-users using real applications

• New suggestions
� Using experimental facilities infrastructure as a trust testbed to 

explore (for example) 
• how policy management scales in open & federated systems etc.

• Privacy / identity provisioning

� Extending testbeds to monitor end user behaviour in trust / privacy 
context

• E.g. Like living labs



Identity – what do we want to explore?

• Explore user behaviour when we give them 
privacy enhanced systems

• Understand whether systems can be broken by 
attack?

• Understanding whether the future internet 
provides the ‘right’ level of privacy?



• Thankyou


