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In Twelfth Night, Shakespeare wrote, "Some are born great, some achieve greatness, and some have greatness thrust upon them."

Radio Frequency IDentification (RFID), sensors, robotics and nanotechnology will make processing power increasingly available in smaller and smaller packages so that networked computing dissolves into the fabric of things around us. The Future of the Internet will go beyond today's traditional boundaries of the virtual world by being linked to the real world, the world of objects and things. This link will be based on RFID tags and sensors embedded in objects that will allow the network to have real-time information on the whereabouts of any object (location, status, etc.), and on the other side will make applications aware of the context in which physical objects are immersed. The capability to merge information coming from both the physical and the virtual world will hence open new applications and services in a variety of business of residential environments. 
Technological achievements by 2015

The Internet of Things (IoT), enabled by new services connecting the real life to virtual environments, will grow gradually through deployment of new applications (e.g. RFID product tracing, NFC payment devices, e-domestic appliances). Progressively, as more real-life elements become connected, new services are emerging (e.g. mash-up applications), requiring appropriate levels of interface standardisation and interoperability, of dynamic configuration capability,  and an increase level of trust and associated information security supporting person privacy. New business models will be defined based on a deep granular customisation of those services to users and will support the emergence of new business actors, acting as aggregators and mediators of traditional activities. IoT applications will extend bi-directional, allowing the real-world to be accessed through computers as well as virtual information to be accessible by real-life objects.
Deployment Scenarios

While traditional ICT industries, like telecom, software and mobile service providers are expected to play an important role, new players will emerge, offering a new breed of services to citizens. They will have to overcome a series of deployment barriers:

· Architecture and Governance of IoT systems. The architecture of IoT applications will require optimised service discovery strategies, tools and architectures that may in turn impact the overall business models and governance policies of the IoT. 
· Event-driven middleware. With the huge classes of information to be made available from the edge of the network to the applications, new classes of middleware are needed in the network, with advanced and intelligent event filtering capability, enabling management of frequently disconnected and asynchronous operating networks in the IoT.
· Scale. IoT applications, through the connection to the network of billions of tags and sensors will generate an unprecedented amount of transactions and require new levels of storage requirements. Current Internet protocols may not be fully adapted to the transport of sensor generated information, whilst access network symmetry requirement may be affected by massive number of access devices. 
· Spectrum. IoT applications imply the use of large numbers of tags that have to cohabit on the frequency spectrum. Various techniques (e.g LBT or FHSS) may be called upon to solve the issue. 
· Resilience of systems. As IoT becomes a reality, it will affect people's life in vital aspects that cannot accept failures. IoT systems of the future will need to be resilient to vulnerabilities and allow graceful service degradation after a failure.
· Sensor networks. As applications grow in complexity, they will require an increasing number of networked and pervasive sensing functionalities (e.g. temperature, pressure, humidity, light, noise…)
· “Plug and play” Sensors. As researched in the field of dynamic service composition, new sensors inserted in networks will need to auto-declare their capabilities and characteristics. A Universal Plug&Play (UPnP) protocol for sensors may need to be developed and made available.
· Ad-hoc networks. As objects move in the real world, on-the-spot networks will be created on the fly (without user-interaction) and for short periods of time, requiring new levels of interoperability.
· Human computer interaction. With day-to-day objects becoming part of the network, the traditional user-interfaces ought to become multimodal and fully intuitive.
· Everyone becomes a user. With day-to-day objects becoming part of the network, all individuals, regardless of their computer-literacy will be in contact with IoT applications and to exploit their potentials, individuals as well as organisations will require appropriate training and approaches for both using and realisation of IoT potentials.
Cross domain perspective
· Network infrastructure (scalability): The development of IoT applications, through the massive increase of new entry points into the network; represent a challenge for the scalability of the network, its communication protocols and middleware. Network symmetry requirements may also need to be revisited
· Software and services: The development of the IoTs is expected to come along with a new range of user-centric services, based on the interaction of day-to-day processes with the network. The delivery of those services will be frequently seamless for the user, requiring no specific interaction with him. The business model for the delivery of those services will require the interaction and collaboration of several organisations. In particular, “event driven” middleware need to be r&d’d whilst sensor “dynamic service capability declaration” is probably required. 
· Content creation and distribution: The data processed through IoT applications will require the development of a semantic-like approach to describe real-life objects on the network. The data required for IoT applications to function properly will have to be available anywhere at anytime and will require the development of ad-hoc distribution systems.
· Virtual and physical objects fusion: applications may process data coming both from a 3D virtual world and from the real environment. New (merged) information processing management tools may be needed, for instance search engines capable of processing data from the physical and virtual world to present an integrated result. 
· Security: As individuals rely progressively more and more on Internet of Things applications, a new level of trust will emerge in the system. The applications, regularly processing personal data, will have to be (and be perceived as) secure enough to prevent identity theft and disclosure of unwanted information. In particular, the exchange of secure information between different systems will have to integrate new aspects of privacy control. Schemes for reputations may also be needed in the world of objects. 
· Experimental facilities and Test beds: While many applications of the Internet of Things are already in the carton-boxes and deployable from a technical point of view, few have been tested and even fewer have been deployed. For IoT applications to become mainstream, significant additional experiments including in live situations, need to be conducted. The current massive experimental deployment of RFID/sensor technologies in the context of the ANTS project in Korea could be considered as an example to follow.
Questions
· What are the constraints that massive deployment of objects/sensor at the network periphery do put on network capabilities and architectures? 

· What types of service platforms are required to deploy “event driven” applications and to make possible dynamic adaptation of service platforms or application to insertion of sensors with new classes of capabilities?

· How the service discovery platforms that will be needed to deploy sensor networks may impact the overall governance of the IoT? 

· What new requirements emerge in terms of information processing/management to make physical and virtual world data fusion possible? Are there requirements for new classes of search engines? 

· What applications will first become mainstream and under which business model will they operate? Will they appear first in a professional or private environment?
· How will IoT applications affect users control over their own privacy and how will they react? What security requirements of emerge on the network infrastructure and on the service infrastructure? How can those systems integrate privacy and security features from the early design stages? How can active sensors embarking processing capabilities be made robust to network attacks? 
· What are the reputation requirements of an Internet of objects? 

· What should be public authorities' policy with regards to data access?

· How can the principle of 'right to silence', aka 'silence of the chips', that allows individuals to disconnect from any application, be integrated into those systems?

· How will the main business actors of those applications interact? (Telco, software, ISP, retail…)

· What are the critical success factors which will support the expansion and wide adoption of IoT applications?

· What are the key showtoppers which will prevent or slow down IoT applications raise? 

· What is the foreseen roadmap of IoT applications with the main milestones?

· How can the RoI of IoT applications be assessed and measured?

Action
Document to be reviewed by the Working Group members. Common deliverables to be defined.
Common Deliverable on 

· User and technical requirements 

· Business Model

· Secure Network architecture

· Methodology/ Guidelines for using/realising IoT applications

· Community Portal for structured provision of public project deliverables

· ....
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